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ABSTRACT

As the Internet develops and the utilization rate of computers increases, the threats posed by malware keep increasing.
This leads to the demand for a system to automatically analyzes a large amount of malware. In this paper, an automatic
malware analysis technique using a deep learning algorithm is introduced. Our proposed method uses CNN (Convolutional
Neural Network) to analyze the malicious features represented as images. To reflect semantic information of malware for
detection, our method uses the opcode frequency data of binary for image generation, rather than using bytes of binary. As
a result of the experiments using the datasets consisting of 20,000 samples, it was found that the proposed method can
detect malicious codes with 91% accuracy.

Keywords: Machine Learning, Convolution Neural Network, Clustering, Malware Detection
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Table 1. CNN train model hyper parameter

Layer Hyper parameter
Kernel size= (3,3)
Conv2D # of Filters = 32
Activation Function = relu’
Kernel size= (3.3)
Conv2D # of Filters = 32
Activation Function = relu’
BatchNorm. -
Filter size = (2.2)
MaxPool2D | o ides = (2,2
Kernel size= (3.3)
Conv2D # of Filters = 64
Activation Function = relu
Kernel size = (3.3)
Conv2D # of Filters = 64
Activation Function = relu
BatchNorm. -
Filter size = (2.2)
MaxPool2D Strides = (2.2)
Kernel size= (3,3)
Conv2D # of Filters = 128
Activation Function = Trelu
Kernel size = (3,3)
Conv2D # of Filters = 128
Activation Function = Trelu
BatchNorm. -
Filter size = (2,2)
MaxPool2D | o ides = (2.2)
Flatten -
Dense Units = 512 ‘ ,
Activation Function = relu
Dropout Rate = 0.3
Units = 1,
Dense Activation Function =
‘sigmoid’
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Table 2. Malware Detection Accuracy

Type Image Size
46x46 138x138 230x230

Hierarchical

. 0.91 0.91 0.89
Clustering

DBSCAN
(Epsilon: 0.3, Min 0.90 0.89 0.88
Samples in a Cluster: 5)
Random 0.90 0.90 0.91

Table 3. Confusion Matrix Result

Predict
Positive Negative
Positi 1,847 153
Actual ostiive (TP) (FN)
Negative 210 1,790
(FP) (TN)
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